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Introduction 

This quick start guide will familiarize you with the Spirent TestCenter Enhanced L4-7 solution 

and explain how to run these simple use cases: 

 Two port, each port has one Device. 

 Connected Port1(Device)-DUT-Port2(Device) 

 Simple HTTP 1.1 requests from the client port to the server port, and responses from the 

server    

The steps to set up and run an Enhanced L4-7 test are described in detail in these sections. 

1. Enable Enhanced L4-7 in the Spirent TestCenter application 

2. Reserve two ports 

3. Create two port-DUT-port devices  

4. Configure the Enhanced L4-7 test 

5. Apply the configuration to the ports 

6. Start the test  

7. Test Results view in Spirent TestCenter IQ 

Step 1: Enable Enhanced L4-7 in Spirent TestCenter 

Start the Spirent TestCenter application. You will enable Enhanced L4-7 from the main menu. 

 Click Technologies in the top menu bar, to open the Technology Selector. 

 Scroll to the Application Layer Protocols section and select Enhanced Layer 4-7. 

 Click OK to close the dialog.  Enhanced L4-7 is now enabled. 
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Step 2: Reserve two Ports 

This example uses a two-slot chassis, reserving a Spirent MX3 card in one slot. 

 Select a supported chassis from the Chassis tab in the top menu. 

 Choose the chassis to use in the test. Chassis > Port Reservation. 

 Click the Connect/Create button to search for the chassis. 

 Reserve two ports for the test. 

 Click OK to continue. 

 

After you select the ports, the Enhanced L4-7 menu item displays in the left navigation panel. 
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Step 3: Create two Port-DUT-Port Devices 

Select the All Devices menu from the left navigation bar.  After the All Devices grid loads:  

 Click the Add button to add a device. The Create Devices - Select Port dialog opens. 

 In the Select Ports dialog, select both ports that you reserved in the previous section.  

 Click Finish to accept all default values for these devices. 

 

Connect the devices Port-DUT-Port 

For a Port-DUT-Port connection between the two ports, you must change the IP address of the 

device between two devices based on the DUT interface. 

 Select the Emulated Device Interface tab. 

 In this example, the IP address of Device1 is 10.1.1.2 and the Gateway address is 10.1.1.1 

The IP address of Device2 is 11.1.1.2 and the Gateway address is 11.1.1.1.  

 

All other default device configurations were accepted in the Select Ports dialog. 
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Step 4: Configure the Enhanced L4-7 Test 

This section describes how to use the components of the Enhanced L4-7 test builder to configure 

L4-7 traffic.  Refer to the screen captures in this section for the location of the components. 

 Select Enhanced L4-7 from the left panel, to see Edit Enhanced L4-7. 

 Click Edit Enhanced L4-7 to launch the test configuration page in the browser. 

 

 Use Enhanced L4-7 Test Settings to determine how the Layer 4-7 data will be 

generated. 
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 Click the Traffic Pattern bar to expand or collapse the Client Endpoint section. 

 Drag Device 1 to Client Endpoints in the Traffic Pattern component. 

 Drag Device 2 to Server Endpoints in the Traffic Pattern component. 

 Drag the HTTP 1.1 label from the Protocols panel into the Traffic Mix component. 
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Test Builder Components 
This section describes the main components in the test builder. 

Duration 

Use Duration to choose how long the test will run.  The progress bar shows the percentage of the 

test run and the approximate time remaining to complete. 

 

Load Specification 

Use the Load Specification component to set the Load Type to Bandwidth or SimUser. By 

default, Bandwidth is selected with 100Mbps. 

Bandwidth 

Specifies the amount of data that can be transmitted in a fixed amount of time over all combined 

interfaces. Bandwidth is usually expressed in kilobits per second (Kbps). 

 

SimUsers 

SimUsers is an abbreviation for simulated or virtual users. SimUser applies to a user processing. 

This load specification generates enough load to reach and maintain a target number of 

concurrent simulated users. It allows you to determine the maximum number of concurrent users 

your device, infrastructure, or system can handle. Use this specification if you want to keep 

applying load even after the device under test fails. The amount of traffic generated depends on 

the performance of the device under test. As the system slows down due to overloading, 

generally each user takes longer to process through the URL list, and the load throttles back and 

generates fewer new users. 
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Max Bandwidth is a constraint applied on SimUsers’ load profile, so that achieved bandwidth 

does not exceed the set value. 

 

Traffic Pattern 

Use the Traffic Pattern to determine which devices will act as clients and which devices will act 

as servers.  Enhanced L4-7 client endpoints originate application requests and server endpoints 

respond to those requests. 

 

Add Endpoints to the Traffic Pattern 

The created devices display in the left navigation panel, in the L3 and VLAN Endpoints section.  

Supported endpoint types: 

IPv4 devices, BGP routes, OSPF routes, DHCPv4, and PPPoEv4 

 Drag and drop Device 1 into the Client Endpoints panel 

 Drag and drop Device 2 into the Server Endpoints panel 
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Create a Traffic Mix 

This section explains how the traffic is generated.  Select Protocols to represent different kinds 

of two-way transactions between the client and the server. For example, an HTTP 1.1 protocol 

can send a set of GET requests, or POST requests continuously from each client device to its 

paired server device and back.  The available protocols are in the left navigation panel under the 

Protocols group.  

Choose from the Application Scenarios and Imported App Workflows to create more varied and 

realistic interactions between the client and the server.  For example, an Amazon® application 

scenario may contain several HTTP GET requests and responses, as well as searches, streaming, 

uploads, and other actions typical of the scenario. 

 

For this simple test, only the HTTP 1.1 protocol is included. 

 

To modify the HTTP 1.1 protocol, click the pencil icon in the App Scenarios matrix; this 

example uses the default action of a series of GET commands and responses. 

Important: Click the Update button above the Duration component to save the settings. After 

the settings are saved, you can run the test. 
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Optional: Configure Routing Protocols on Enhanced L4-7 

This section describes how to configure routing protocols on Enhanced L4-7 enabled ports. This 

example is a BGP configuration. 

Enable BGP and Enhanced L4-7 from the main menu. 

 Click Technologies in the top menu bar, to open the Technology Selector. 

 

Next to Emulated Device Interface, the BGP tab includes the Active column for both devices.  
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Click Edit Routes to add BGP routers to the Spirent TestCenter configuration. 

 

Optional: Configure Web Authentication on Enhanced L4-7 

This section describes how to configure Web Authentication on Enhanced L4-7. 

Note: Web Authentication is only enabled on the Client side of each device. 

 Click the shield icon in the Client Endpoints bar for the Web Authentication Settings.  

 

 Click Add Authentication (refer to the screen capture). 

 You can add to the Actions list and to the Authentication Form Data fields. 

 Select the device you want to include in the Authentication. 

 

 After you complete the configuration, click Save to update the form. 
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Optional: Configure Imported App Workflows 

This section describes how to configure Application Import App (pcap Import) on  

Enhanced L4-7. 

 

Click Import New App Workflow.  A new window opens where you can configure the location 

of the pcap file and select the streams. 

 

 

After the PCAP file is loaded to the GUI, all streams available in the PCAP are included; enabled 

by default. The Source IP addresses, Destination IP addresses, and Port numbers are shown. Save 

the configuration. 
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Packet Delay 

Overrides the individual packet delays that are stored in each stream file. Select one of the 

following options: 
 Preserve (default): Attempt to preserve the original timing, as indicated in the data file.  
 None: No delay. Send packets as soon as possible. 
 Custom: Use specified delay in milliseconds for all packets. 
 Minimum: Use specified minimum delay in milliseconds, or the times in the data file, if 

they are longer. 

 

Close Type 

Specifies how each conversation in the playlist should close. Select one of the following options: 
 Preserve (default): Preserve the original close methods, as indicated in the data file. 
 FIN: Close with FIN. Sent by Client or Server (select one). 
 RST: Close with RST. Sent by Client or Server (select one). 
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Filter 

You can filter by Stream Types and by Source or Destination IP address. 

 

 
 
Note: You must add tshark as an Environment variable in both Windows and Linux boxes.   

           For example - tshark: C:\Program Files (x86)\Wireshark\tshark.exe 

Step 5: Apply the Test 

This section explains how to Apply the test. 

 

 
 

Apply 

Click the Apply button in the top menu. There may be a short delay after the apply, before you 

see a command running a mode-less dialog confirming that the configuration is being applied to 

the ports. After the Apply has completed, the State column for both ports in the Enhanced Layer 

L4-7 tab show as Ready to Start. 
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Note: The first time a test runs in Enhanced L4-7 mode, the apply will take several minutes as 

the ports reboot into the Enhanced L4-7 mode. 

Step 6: Start the Test 

When both ports are in the ready state, click the icon (refer to screen capture) Start Enhanced 

L4-7 traffic on all ports, in the top menu, to start the test.    

There may be a delay before the Enhanced L4-7 service starts up, while the test runs through an 

internal wind-up period, as well as any delay that was configured in the Load Specification. After 

the delay, the state for each Port will change to Running and the Classic traffic results will start 

displaying the traffic.    

 

 

After the test is started, the Stop Enhanced L4-7 traffic on all ports icon in the top toolbar will 

be enabled.  You can use this to abort a running test. 

  

Start Enhanced L4-7 traffic on all ports 
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Step 7: Test Results View in TestCenter IQ 

 UI user assistance is available in the Spirent TestCenter IQ interface and in the Quick Start 

Guide (online Help). 

 TestCenter IQ user actions that are performed in Spirent TestCenter are documented in 

Spirent TestCenter Help. Expand Test Results in the Help Table of Contents. 

 

When the test enters the final wind-down phase, the State of the client changes to Ramping 

Down, while the service completes the duration of the test.  The client’s State will change to Stop 

when the duration of the test has been reached. When the client device stops generating, the 

server device will also transition to the Stopped state. 

The following two example results charts provide information on TCP Time and URL Response 

Time. 
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Related User Documentation 
 In addition to this Quick Start Guide, the Spirent Enhanced L4-7 user interface includes a 

variety of embedded user assistance: 

o Quick Tips 

o Tool Tips 

o Info Boxes 

Note: This quick start guide is also available from within the Enhanced L4-7 UI. Click the 

 icon in the upper right corner to access the guide and to open the Quick Tips. 

 Knowledge Base articles: 

o FAQ18968 includes the list of currently supported hardware. 

o DOC11563 includes a growing list of solutions to support Enhanced L4-7 testing. 

 Spirent TestCenter online Help supports tasks that are done in the Spirent TestCenter UI 

(outside the Enhanced L4-7 application). 

 The Knowledge Base area of the Customer Service Center (CSC) web site 

(https://support.spirent.com) has an easy-to-use browse mode and an intelligent search.  

How to Contact Us 
To obtain technical support for any Spirent Communications product, please contact our Support 

Services department using any of the following methods: 

Americas 

E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Toll Free:  +1 800-SPIRENT (+1 800-774-7368) (North America) 

Phone:  +1 818-676-2616  

Hours:  Monday through Friday, 05:00 to 17:00 Pacific Time 

Europe, Middle East, Africa 

E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Phone:  +33 (1) 6137 2270 (France)  

Phone: +44 1803 546333 (UK)  

Hours:  Monday through Thursday, 09:00 to 18:00, 9:00 to 17:00 Friday, Paris Time 

Asia Pacific 

E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Phone:  +86 (400) 810-9529 (toll-free mainland China only) 

Phone:  +86 (10) 8233 0033 (China) 

Operating Hours:  Monday through Friday, 09:00 to 18:00 Beijing Time 
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