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Introduction 

This guide provides the pre-configuration steps to enable a successful setup and launch of 

Spirent TestCenter™ Virtual on Azure.. 

Refer to Terraform Deployment for information on how to automate the deployment of Spirent 

TestCenter Virtual instances. 

The scope of the setup is shown in Figure 1. The configuration described in this guide includes 

key services such as Virtual Networks (VNets) and Compute Services.  

 

Figure 1 
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Set up networking with Virtual Networks 

 

1. Create a virtual network in your preferred region. This example describes how to create a 

virtual network named spirent-vnet in the West US region. 
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2. Create subnets within the virtual network. Spirent TestCenter Virtual requires a minimum of 

two Network Interfaces – (1) a management interface for accessing the Spirent TestCenter 

Virtual VM itself and (2) a test interface for running the test traffic. 

Both Network Interfaces can be attached to the same subnet, but this example uses two 

separate subnets, both of which will be in the same region. The first subnet will be used for 

the management of Spirent TestCenter Virtual VMs and the second subnet will be used for 

test traffic between the VMs. 
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3. Create appropriate security groups to ensure proper access in and out of the Spirent 

TestCenter Virtual instances running inside the Virtual Network. 

Security Group 1 will be used for the management network interface. The Spirent TestCenter 

GUI uses several ports, so you must create the following inbound and outbound rules to 

access the instance: 

 

Note: We recommend setting the source to ONLY allow Inbound access from known IP 

addresses (example below). 

 

 
 

 
 

Security Group 2 will be used for the test network interface. Since the test network interface 

will only be used to send traffic from one VM to another VM within the same subnet, the 

rules should only allow for Inbound and Outbound traffic to/from subnet CIDR. 
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Upload STCv image 

Create a storage account, if necessary, and then click Containers from the storage account. 

 

Create a new container. 
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Upload the Spirent TestCenter Virtual VHD image. Click the Upload button and select the 

appropriate VHD from your local machine. 

 

After the upload completes, click on the newly created blob for the VHD and copy the URL to 

this resource.  Keep it handy, since it will be needed later when launching the STCv instance. 
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Create network interfaces 

Create management and test network interfaces that will get attached to your instances when the 

VM is created. 

Create two management interfaces using the virtual network and management subnet and 

security group created in the prior steps. 
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Create two test network interfaces and select the test subnet and security group created in the 

prior steps. 

 
 

Accelerated networking enables single root I/O virtualization (SR-IOV) to a VM, greatly 

improving its networking performance. 

 

To enable accelerated networking, you must use the Azure CLI.  It cannot be configured from 

the Azure portal. 

az network nic update \ 

    --resource-group default \ 

    --name stcv-test-1 \ 

    --accelerated-networking true 
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Create public IP addresses 

Create two public IP addresses that will get associated to the management network interfaces.  

This will provide internet connectivity to the STCv instances. 

 
 

Associate the Public IP addresses to the management network interface created in the prior step. 
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Configure and launch instances using Azure CLI 

As shown in Figure 1, this example launches two instances running the Spirent TestCenter 

Virtual VHD. 

 

Step 1: Install the Azure CLI. 

The Azure CLI is available to install in Windows, macOS and Linux environments. It can also be 

run in a Docker container and Azure Cloud Shell.  The examples in this guide are based on 

Azure CLI version 2.11.1. 

At the time of this writing, the Azure portal cannot be used to instantiate STCv since accelerated 

networking cannot be enabled on custom images.  Therefore, it is recommended to use the Azure 

CLI. 

 

Step 2: Select an Instance Type. An instance type determines how much traffic you can 

generate.  

 

For optimal network performance, the following instance types are suggested: 

 Standard_DS3_v2 for 1G Network Bandwidth 

 Standard_D5_v2 for 10G Network Bandwidth 

 Standard_D15_v2 or Standard_F64s_v2 for 25G Network Bandwidth 

These suggested instance types support accelerated networking and can be used with the 

driver=dpdk setting. 

Additionally, we recommend sending UDP traffic for optimal network bandwidth performance. 

 

Step 3: Locate an existing or create a new SSH key pair as access to the instance will only be 

allowed via these keys. 

 

Step 4: Configure admin options via cloud-init. 

Create a file (e.g. stcv.yaml) that contains your desired STCv settings.  You can set the port 

speed and number of Rx queues via cloud-init rather than having to SSH into the instance and 

configure these settings through the admin menu. 

 

Example STCv cloud-init 

 
#cloud-config 

spirent: 

  speed: 10G 

  driver: dpdk 

  benchmark: on 

  rxq: 1 

 

  

https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest
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Step 5: Create the STCv instances. 

Run the az vm create command to create an STCv VM.  You will need to refer to the 

resources you created in prior steps and obtain their appropriate references (e.g. ID, URL, or 

names). 

These are the referenced resources required to deploy a new STCv instance: 

 Image 

 Management network interface 

 Test network interface 

 SSH public key (path or value is allowed) 

 STCv cloud-init (path to yaml file) 

 
az vm create \ 

    --resource-group default \ 

    --name stc-port-1 \ 

    --image "https://stcvsec.blob.core.windows.net/stc/stcv-5.14.vhd" \ 

    --admin-username azureuser \ 

    --authentication-type ssh \ 

    --ssh-key-values .ssh/id_rsa.pub \ 

    --location westus \ 

    --size Standard_DS3_v2 \ 

    --nics stcv-mgmt-1 stcv-test-1 \ 

    --os-type Linux \ 

    --use-unmanaged-disk \ 

    --custom-data stcv-1g.yaml 

Note: Two VMs are required for this setup as per Figure 1. Do this by running the az vm 

create command again, but using the appropriate management and test network interfaces. 

This completes the setup for Spirent TestCenter Virtual. You can SSH in to both running 

instances using the SSH keys and run tests using the Spirent TestCenter Windows GUI or 

Temeva hosted web applications. 

To SSH into the virtual machine, use the command:  

>> ssh -i “abc-key.pem” azureuser@x.x.x.x  
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Terraform Deployment 

A Terraform module is publicly available to automate the deployment of Spirent TestCenter 

Virtual instances.  There are examples available to help you get started.  If you already have a 

virtual network with subnets, there is an example that deploys Spirent TestCenter Virtual 

instances with public IPs onto your existing virtual network.  If you are starting from scratch, 

there is an example that creates a virtual network with public and private subnets and deploys 

Spirent TestCenter Virtual instances. 

 

Get started:  https://github.com/Spirent-Terraform-Modules/terraform-azurerm-stcv 

  

https://github.com/Spirent-Terraform-Modules/terraform-azurerm-stcv
https://github.com/Spirent-Terraform-Modules/terraform-azurerm-stcv/tree/main/examples
https://github.com/Spirent-Terraform-Modules/terraform-azurerm-stcv
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Spirent Support 

To obtain technical support for any Spirent Communications product, contact our Support 

Services department using any of the following methods: 

Americas 

E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Toll Free:  +1 800-SPIRENT (+1 800-774-7368) (North America) 

Phone:  +1 818-676-2616  

Hours:  Monday through Friday, 05:00 to 17:00 Pacific Time 

Europe, Middle East, Africa 

E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Phone:  +33 (1) 6137 2270 (France)  

Phone: +44 1803 546333 (UK)  

Hours:  Monday through Thursday, 09:00 to 18:00, 9:00 to 17:00 Friday, Paris Time 

Asia Pacific 

E-mail: support@spirent.com 

Web:  https://support.spirent.com 

Phone:  +86 (400) 810-9529 (toll-free mainland China only) 

Phone:  +86 (10) 8233 0033 (China) 

Operating Hours:  Monday through Friday, 09:00 to 18:00 Beijing Time 

Company Address 

Spirent Communications, Inc. 

27349 Agoura Road 

Calabasas, CA 91301 

USA 

 
 

 

 

 

 

 

 

 

 

The latest versions of user manuals, application notes, and software and firmware updates are available on the Spirent 

Communications Customer Service Center website at https://support.spirent.com. 

Information about Spirent Communications and its products and services can be found on the main company website at 

https://www.spirent.com. 
 

© 2021 All of the company names and/or brand names and/or product names referred to in this document, in particular, the name 

“Spirent” and its logo device, are either registered trademarks or trademarks of Spirent plc and its subsidiaries, pending 
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