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Introduction 

This guide provides the steps to successfully launch Spirent TestCenter, sign in to Spirent AION, and 

execute a test.  It also highlights the steps to determine how many licenses are available to allow a test 

to execute.  This guide assumes that the Spirent TestCenter GUI application has already been installed 

on your Windows® system.  

Note: For Spirent TestCenter application installation instructions, refer to Getting Started with Spirent 

TestCenter. 

This guide also assumes that access to the AION license service is available either directly through the 

user’s SpirentAION.com organization or via a Spirent AION cluster deployed on the local network, and 

that the appropriate Spirent TestCenter entitlements needed have been installed on the license service.  

If you do not have access to spirentaion.com portal, please contact your local test administrator. 

Launch Spirent TestCenter and Sign in to Spirent AION 

Double-click the desktop icon for Spirent TestCenter (or select it from the Windows Start menu), to 

launch the application and display the main configuration window for Spirent TestCenter.  In the upper 

right area of the application’s main window, there are two available options, Sign in to select workspace 

(which is initially grayed out) and Sign in. 

 

Click the Sign in button to open the Sign In dialog. 

 

Spirent TestCenter can either use the licensing service running in a user’s SpirentAION.com organization 

or the licensing service running in a Spirent AION cluster deployed on the local network.  If you have 

deployed a local AION cluster, type the IP address or the DNS name of the cluster into the field labeled 

Cluster Name.  If you would rather use your SpirentAION.com organization directly, type the URL of your 

organization (ex.  mycompany.spirentaion.com) in the Cluster Name field.   

By default, HTTPS is used to communicate with Spirent AION.  This means that https:// does not have to 

be entered into the Cluster Name field.  However, when using a local AION cluster, HTTP can be used 

https://support.spirent.com/SpirentCSC/SC_KnowledgeView?cid=null&id=DOC10032
https://support.spirent.com/SpirentCSC/SC_KnowledgeView?cid=null&id=DOC10032
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instead by typing in http:// before the cluster name.  HTTP is disabled by default in local AION clusters 

and would therefore also need to be enabled in the cluster by an administrator.  While this is not 

recommended for security reasons, it may be necessary until the proper certificates have been added to 

the client machines trying to sign in to AION or the cluster has been configured with certificates from a 

trusted Certificate Authority. 

Note: Local AION clusters use self-signed certificates by default for HTTPS.  However, admins can 

provide trusted certificates during and after the initial setup.  To install self-signed certificates on the 

client machines, refer to Certificates and AION Licensing later in this document. 

Provide your AION Username and Password, then click the Sign In button.  If you do not know your 

username/password, check with your administrator to see if one has already been created for you.  If 

you do not have an AION account, you should be able to create one via your organization’s sign in page.  

For more information on this, refer to Creating an AION Username and Password later in this document. 

Now that you are logged in to AION, the Spirent TestCenter application will check out licenses as needed 

depending on the configuration of the test you are trying to execute.  These licenses are checked out at 

apply time. The licenses are checked back in either when the configuration changes and the licenses are 

no longer needed, or when the ports that the licenses are associated with are taken offline, or the 

application is shut down. 

When a test is configured, an apply will check out the licenses necessary for the configuration.  For 

example, the configuration shown in the following screen captures will check out two (2) Virtual Low 

Scale Bandwidth licenses, and one (1) Access Bundle license. 

The bundle licenses needed for a test are determined by the protocols configured. The scale of those 

protocols, combined with the bandwidth configured, determines the number of bandwidth licenses 

which are checked out in 1G increments. The bandwidth licenses are per port, while the bundle licenses 

span the entire test. 

 

After the apply, the AION Licensing screen shows that the count for the Virtual Basic Scale Bandwidth 

and Access entitlements has decreased by the amounts required to execute the test.  For more 

information about the AION Licensing screen, refer to Reviewing License Counts Through the Spirent 

TestCenter Licensing Manager Dialog later in this document. 
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When the test is complete, and the ports are released or the application is closed, the checked-out 

licenses will be checked back in to the AION Licensing service for use in another test. 

Workspace Switching 

When you are signed in to AION, you also have the ability to switch between the different workspaces to 

which you are assigned.  Each workspace has a set of entitlements assigned to it which may affect the 

capability of running a test. 

To switch between workspaces, click the Workspace button in the upper right of the Spirent TestCenter 

application. 

 

A drop-down dialog opens and you can select an alternate workspace from the list (provided you belong 

to multiple workspaces).  The dialog also shows the current workspace that you are logged in to.  If you 

only have one workspace that you are associated with, you will only see that one workspace listed in the 

drop-down dialog. 
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Creating a Username and Password for AION 

If you do not already have an AION account, you can create one from the AION sign in page.  To do this, 

navigate to the AION sign in page (separate from the Spirent TestCenter UI) in a web browser.  If you are 

using a local AION cluster, you would navigate to the cluster IP or DNS name of the local cluster.  If you 

are using SpirentAION.com directly, navigate to your organization’s sign in page 

(mycompany.spirentaion.com).  Click the Create New Account button on the sign in page. The Create 

Account dialog opens. 

 

Use this screen to create an account.  Note that the email address you use must be part of one of the 

authorized domains available in the drop-down for your organization. 

 

When you have entered the required information, the Create Account button will become active.  Click 

the button and the service will send an activation email to the previously entered email address. Open 

the activation email and click the link. The new account will be activated and ready for use. 
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Self-signed Certificates and AION Licensing 

AION local clusters use self-signed certificates by default to secure communications with clients, in this 

case the machine running Spirent TestCenter, over HTTPS.  Windows and Linux do not trust certificates 

unless they are from a trusted Certificate Authority.  Therefore, self-signed certificates must be installed 

on the client machines in order to use HTTPS. 

Windows 
To install a self-signed certificate on Windows, use your web browser (in this example the browser is 

Chrome) to sign in to AION.  It will open a web page with the message Your connection is not private.  

You can download the certificate from here by first clicking on the Not secure text in the address bar: 

 

A dialog opens that provides more information about the Not secure message: 

 

Click Certificate to open the Certificate dialog. 



                                                                                                                                  Spirent TestCenter with Spirent AION Licensing                                                                                                                                                                                           

8 
 

 

Click the Details tab where you can download the certificate. Click Copy to File.   
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This will bring up the Certificate Export Wizard dialog.  Select DER Encoded Binary X.509 (*.cer) for the 

file format. 

 

Follow the prompts to save the certificate to your local system.  When the certificate is saved to your 

local system, the certificate must be installed on the Windows machine.  To do this, right-click on the 

certificate and select Install Certificate. 

 

When the dialog opens, select the store location where you wish to save this certificate (Current User or 

Local Machine). 
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Click Next and select Place all certificates in the following store. Then, click Browse and select the 

Trusted Root Certification Authorities store. 

 

Click OK, then click Finish.  You have now installed the certificate on your Windows installation and you 

can use HTTPS to sign in to AION via the Spirent TestCenter application (either through the GUI or 

through the API interface). 



                                                                                                                                  Spirent TestCenter with Spirent AION Licensing                                                                                                                                                                                           

11 
 

Linux 
To install a self-signed certificate on Linux, follow the instructions for Ubuntu in the official Ubuntu 

documentation located at the following link:   

https://ubuntu.com/server/docs/security-certificates 

Reviewing License Counts through the Spirent TestCenter 
Licensing Manager Dialog 

After the Spirent TestCenter application has been launched and you have logged in to AION, you can 

check to see how many licenses of a particular type are available.  To see this information, click the 

Tools menu item in the menu bar and select Licensing Management from the drop-down menu. 

 

This opens the AION Licensing Management dialog and displays the currently available licenses within 

the user’s workspace. 

https://ubuntu.com/server/docs/security-certificates
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The AION License Management screen shows the total number of licenses/entitlements in the selected 

workspace, as well as how many licenses/entitlements are currently available in the workspace.  The 

number of available entitlements is affected by other users within the same workspace as they execute 

their own tests. By default, this list is updated every 5 minutes or when a user switches workspaces. The 

next section explains how to change the refresh time. 

License Checkout Priority 

Beginning with Spirent TestCenter release 5.23, Tiered Subscription licensing was added to the license 

types available for test configurations running on virtual ports. As a result, there is a priority for how 

Spirent TestCenter checks out licenses.  The priority is defined as first using Perpetual licenses, then 

using Tiered Subscription licenses.  Licenses cannot be split across Perpetual licenses and Tiered 

Subscription licenses. All licenses for a test configuration must come entirely from the Perpetual license 

stack or the Tiered Subscription Stack. 

Each of the license types (perpetual/tiered), will attempt to check out the next higher license type if no 

licenses of the required type are available, provided the Alternate License Checkout option is enabled 

(refer to Alternate License Checkout for more information). For example, if the test configuration 

requires a Virtual Basic Bandwidth license, but none are available, it will attempt to check out a Virtual 

Standard Bandwidth license. 
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AION Licensing Options Tab 

When you click the Settings option in the left-hand tree, the AION Licensing Options tab becomes 

available.  Any of the options described in the following sections will only take effect after an Apply 

action is performed. 
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Enable AION Licensing 
This option is enabled by default. When enabled, after the user has logged into the AION service, the 

Spirent TestCenter application will use AION licensing for any features used within the test 

configuration.  If disabled (unchecked), the user can remain logged into AION services, but Spirent 

TestCenter will use the chassis-based licensing instead of AION licensing. 

 

Alternate License Checkout 
Alternate License Checkout allows the user to use a higher scale level license (for virtual ports only) for a 

test configuration if the configured scale level license is not available.  For example, if the scale level for 

the port is a basic scale bandwidth license and there are no basic scale bandwidth licenses available, the 

Alternate License Checkout will attempt to check out a standard scale bandwidth license.  Alternate 

License Checkout is enabled by default. To disable it, navigate to the AION Licensing Options dialog and 

change the setting. 
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Changing the Default Refresh Timer 
The default refresh time for the entitlement information is set to 5 minutes.  The refresh time can be 

changed within a range of 1 to 15 minutes.  To change the refresh time, click the Settings menu item in 

the left-hand pane, and click the AION Licensing Options tab.  When this has been changed, click the 

Apply button to apply the change to the BLL.   

Note: The new timer value will only take effect when the Apply is performed and when the current 

timer expires.  For example, if the current timer is set to 5 minutes and the new value is set to 1 minute, 

until the current 5-minute timer expires, the new value will not be implemented. 

 

Enable Alternate Workspace 
If the Enable alternate workspace option is enabled (checked), the Select workspace option is enabled 

and the user can select an alternate workspace from the drop-down list. 

Enabling the Alternate Workspace option allows shared Hardware Bandwidth and Performance licenses 

to be checked out from a secondary workspace. If the test configuration requires Hardware 

Bandwidth/Performance licenses, those licenses will be checked out of the Alternate Workspace, all 

other licenses will be checked out of the current workspace. 
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Minimize Error Messages 
When the Minimize error messages option is enabled (checked), the UI will only report the first error 

message for any Perpetual or Tiered Subscription licenses that the application attempts to check out.  If 

the option is disabled (unchecked), all license checkout error messages will be displayed.  All license 

checkout error messages are printed to the BLL log, regardless of this setting. 

 

Use of HTTP and HTTPS for Signing in to AION for Spirent 
TestCenter Automation Users 

Automation users will be required to sign in to AION through scripting before executing their test.  To do 

that, you must sign in to AION and you may also need to select the proper workspace.  The following 

examples show how to sign in to AION, determine the current workspace, how to change workspaces, 

and how to sign out, through the Spirent TestCenter BLL. 

stc::perform TemevaSignInCommand – server server_ip_address – username username -

password password 

stc::perform TemevaGetWorkspaceCommand 

stc::perform TemevaSetWorkspaceCommand – workspace workspace_name 

stc::perform TemevaSignOutCommand 

By default, the TemevaSignInCommand uses HTTPS to communicate and sign in to the AION licensing 

service.   

If HTTP is to be used instead of HTTPS, the server_ip_address must be prepended with http:// 
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How to Contact Us 

To obtain technical support for any Spirent Communications product, please contact our Support 

Services department using any of the following methods: 

Americas 
E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Toll Free:  +1 800-SPIRENT (+1 800-774-7368) (North America) 

Phone:  +1 818-676-2616  

Hours:  Monday through Friday, 05:00 to 17:00 Pacific Time 

Europe, Middle East, Africa 
E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Phone:  +33 (1) 6137 2270 (France)  

Phone: +44 1803 546333 (UK)  

Hours:  Monday through Thursday, 09:00 to 18:00, 9:00 to 17:00 Friday, Paris Time 

Asia Pacific 
E-mail:  support@spirent.com 

Web:  https://support.spirent.com 

Phone:  +86 (400) 810-9529 (toll-free mainland China only) 

Phone:  +86 (10) 8233 0033 (China) 

Operating Hours:  Monday through Friday, 09:00 to 18:00 Beijing Time 

 

The Spirent Customer Service Center (https://support.spirent.com) includes useful tools such as a 

powerful Knowledge Base with an easy-to-use, intelligent search.  

 

Information about Spirent Communications and its products and services can be found on the main 

company website at https://www.spirent.com. 

Company Address 

Spirent Communications, Inc. 

27349 Agoura Road 

Calabasas, CA 91301 

USA 
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