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New Products and Features

Hardware Features
New Auto motive C50 Multi-Gig Configuration

The following Automotive C50 configuration is now supported for performance/functional testing
(Spirent TestCenter application), as well as conformance testing (TTWorkbench application).

AUTO-C50-KIT-17

Automotive C50 KIT with 4 ports of NBASE-T (100M,1/2.5/5/10G) and 8 ports of 1G (SFP) with
Packet Generation and Analysis Base Package

DX3-400GDF-T2, DX3-400GD-T2, DX3-400G0O-T2, PX3-400G0O-T2, 2-port
QSFP-DD Test Modu les

Supporting 400G speed only, on Spirent TestCenter with the Boost User Interface

o M emme EME T ©



7SP|REN'|:7 Spirent TestCenter 4.83 New Features

Software Features

Segment Routing: ISIS L2 Bund le Control-Plane (Requires New lice nse BPK-1347A)

IS-IS L2 Bundle interface control-plane functionality allows you to control traffic flow on individual
members of the underlying Layer 2 bundle. To enable this functionality, you must configure LAG
on the membered links.

This section describes the options to configure it on Spirent TestCenter. In release 4.83, there is
a new tab, "L2 Bundle Neighbor" in the "ISIS LSPs/IIHs" page. In this page,
"IsisL2BundleNeighborConfig" tab, which represent the "L2 Bundle Member Attribute TLV"(type
25) must be configured.
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After completing steps 1 and 2, shown in the screen capture, you can configure one or more
Sub-TLVs, such as “ISIS-L2-Bundle-Adj-SID-SubTLV” and “ISIS-L2-Bundle-LAN-Adj-SID-
SubTLV” as shown in steps 3 and 4.

Use the command "IsisRemovelLspL2BundleNeighborCommand" in the ISIS Session to remove
LSP L2 Bundle Neighbors.
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There are relevant results for all TLV counts in the ISIS TLV results.

ISIS_SPE.IP_Shorteuts:Results 1

Routing and MPLS > ISIS Results > ISIS TLV Results | Change ResultView = 09 1 29 | {] 43 @
RUGTLY
ount

TuPrefixSd | RxSid/LabelBinding | TxSid/Label Binding | RxAdiSd | TxAdiSATLV | RxBackupAdiSid | TxBackup AdiSid | RxLanAdiSid | TxlanAdiGid | RxBackupLanAdiSid | |ReL2 Bundle Adj-Sid TxL2Bundle Adj- | RieL2 Bundle Lan Adi- Tx L2 Bundle Lan Adj-
LV Count TLV Count TLV Count TLV Count | Count TLV Count TLV Count TLV Count TLY Count TLV Count TLV Count Sid TLV Count Sid TLV Count Sid TLV Count

Segment Routing: BGP IPv4/IPv6 SR-TE Policy E nhancement

Spirent TestCenter release 4.83 supports additional enhancements to SR-TE Policy emulation.
Refer to the screen captures.

This release adds Binding SID Count, Endpoint Count, and Endpoint Increment Mode

BGP Routes/VPLS/Link-State =)

Select Routers ~ o Add 3¢ Delete
IPv4 Routes | IPv Routes | IPv4 VPLS | IPv6 VPLS | VPLSAD | RT-Constraint | C-MCAST IPv4 | C-MCAST IPv6 | Imported Routes | Flow Specs [ IPv8 Flow Specs [ Link-State [ Link-State Scale Backbone | SR TE Policy
Device
Port Name Neme e Policy Color | IPv4 Endpoint

1Pv4 Endpoint Binding 510 ||Endpoint | |Endpoint Increment | [BGP SR TE Policy Binding SID | SID/Label Segment
Increment Count Count Mode koub-Tiv Length Type Binding SID | ;o fazeoston
PortConfigl... | Device 1 0 192.0.0.1 0.0.0.1 5 b Repest Before Incr.. [ pinding siD 4-octet 20-bit Label |0 1 Segment... Type Option

Repeat Before Increment

Round Robin

The Binding SID Count should be greater than or equal to the Endpoint Count. The Endpoint
Increment Model has two modes: Repeat Before Increment and Round Robin.

For Repeat Before Increment, for example, when Binding SID Count is 5, and Endpoint Count is
2, the endpoint will be 192.0.0.1, 192.0.0.1, 192.0.0.2,192.0.0.2,192.0.0.1. For Round Robin, it
will be 192.0.0.1, 192.0.0.2, 192.0.0.1, 192.0.0.2, 192.0.0.1.

This release adds the Segment Count column in the Segment List, which shows the total number
of Segment Sub-TLVs in the Segment List.
rSegment List &J
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DHCP v4/v6 Client/Server Em ulation over VXLAN with EVPN Learning
Mode

BPK-1310A VXLAN Emulation and BPK-1311A EVPN Emulation

Spirent TestCenter release 4.83 now supports emulating DHCP v4/v6 client and server VMs over
VXLAN with EVPN Learning Mode. To enable this feature, you must create at least one VTEP
device and one VM device and connect them using “VXLAN VM to VTEP Device Link.”

Emulated Device Interface | IGMP | MLD | AVBGEN | 6rd/éto4 | DS-Lite | VXLAN [ IGMP Querier | MLD Querier | BFD | RSVP [ LDF [ ISiS | OSPFv2 | BGP | RIP |

Device
Count

Port /[1/1 (offline) VTEPD Clicktoad... |1
Port ff1/1 (offline) YMO_1 Clicktoad... |1

Port Name Device Name Tags Incoming Links

OutgoingL'mks

|VXLAN VM to VTEP Device Link from VMO_1 |

WXLAN VM to VTEP Device Link to VTEPD

On the VTEP device, configure VXLAN with EVPN Learning Mode and configure BGP with
corresponding EVPN routes.
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On the VM device, configure the DHCP v4/v6 client or server parameters

| Emulated Device Interface | DHCP [ IGMP | MLD | AVBGEN | Grdiéto4 | DS-Lite | VXLAN | DHCP Server | IGMP Querier | MLD Querier | BFD | RSVP | LDP [ 151S | OSPFu2 [ BGP [ RIP |

. Device . Session Host . Option Request Default Host Address
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Start VXLAN/EVPN emulation, wait for the BGP session and VXLAN tunnel to come up.

Use the “Bind DHCP Device” command to start testing.

PPPoE v4/v6 Client/Server Em ulation over VXLAN with EVPN Learning
Mode

BPK-1310A VXLAN Emulation and BPK-1311A EVPN Emulation

Spirent TestCenter release 4.83 now supports emulating PPPoE v4/v6 client and server VMs
over VXLAN with EVPN Learning Mode. Emulated PPPoE server and client VMs must be in the
same subnet. PPPoE v4/v6 client and server VM devices support different interface
encapsulations (IPv4/IPv6/dual stack/QinQ). Spirent TestCenter updates and re-advertises BGP
EVPN MAC routes for the PPPoE Client VM device when PPPoE server modifies the client
emulated device interface address. VXLAN IRB modes, both symmetric and asymmetric, are
supported.

To enable this feature, you must create at least one VTEP device and one VM device and
connect them using “VXLAN VM to VTEP Device Link.”

Emulated Device Interface | IGMP | MLD | AVBGEN | 6rd/éto4 | DS-Lite | VXLAN [ IGMP Querier | MLD Querier | BFD | RSVP [ LDF [ ISiS | OSPFv2 | BGP | RIP |

Device

Port Name Device Name Tags Count

Incoming Links OutgoingLinks

Port /[1/1 (offline) Clicktoad... |1
Port ff1/1 (offline) YMO_1 Clicktoad... |1

|U’.kLAN VM to VTEP Device Link from VMO_1

WXLAN VM to VTEP Device Link to VTEPD

On the VTEP device, configure VXLAN with EVPN learning mode and configure BGP with
corresponding EVPN routes.

| Emulated Device Interface | IGMP | MLD | AVBGEN | 6rdi6to4 | DS-Lite | VXCA )| IGMP Querier | MLD Querier | BFD [ RSVP [ LDP [ 1SS | OSPFv2 [ BGP [ RIP |

Zoa] e = Device Activevier | oo | Auto SelectUDP unp Source | UDP Checksum | AssociatedVM | Associated VXLAN | Controlling VTER
ort Name EXICCIRCIRC 208 Count Device ¢ | Source Port Port Enabled Devices Segments Device

T N N - S O 7 —

Port //1/1 {offline) VMO_1 Clicktoad... |1
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On the VM device, enable PPPoOE encapsulation.

Configure the PPPOE client or server parameters.

Start VXLAN/EVPN emulation, wait for the BGP session and VXLAN tunnel to come up.
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Use the “Connect PPPoX Device” command to start testing.

EVPN MAC Mobility Wizard: Select Routes or Hosts from Multiple EVIs
and move them together to a Single Target PE or Port

BPK-1311A EVPN Emulation

Spirent TestCenter release 4.83 now supports selecting routes from multiple EVIs behind
different PEs and moving them together to a single target PE device. Release 4.83 also now
supports selecting multiple hosts from different EVIs behind a DUT and moving them together to
a single target port.
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VXLAN Multicast Learning Mode Set Destination MAC to be Multicast
MAC Address i f Destination IP is Multicast

BPK-1310A VXLAN Emulation
With VXLAN multicast learning mode, for traffic-endpoints that are in un-resolved state, Spirent

TestCenter release 4.83 now sets the outer destination MAC address to be a multicast MAC
address that is derived from outer destination IP multicast group address.

L2TP IPv4/IPv6 Data Plane Diffserv/ TOS Value

BPK-1012B L2TPV2 Base Package

Spirent TestCenter release 4.83 now supports setting L2TP data plane Diffserv/TOS values for
both IPv4 and IPv6. Use this feature to set the Diffserv/TOS value in the L2TP outer IP header
for both IPv4 and IPv6.
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Spirent TestCenter WLAN for DFS Testing

In release 4.83, Spirent TestCenter WLAN for access point (AP) Dynamic Frequency Selection
(DFS) testing on 5GHz frequency band is enabled with both radar signal emulation and the
regulatory (FCC, ETSI, etc.) required DFS testing cases. An automated and simple-to-use
application that tests compliance of 802.11 APs to the regulatory DFS requirements is now a part
of the Spirent TestCenter WLAN product portfolio. A fully integrated and dedicated software
defined radio (SDR) for the accurate DFS radar signal emulation is available in the Spirent
TestCenter WLAN platforms as shown.

Description Part
Spirent TestCenter C50 C50-KIT-19-START
Appliance

4-Port 10G/5G/2.5G/1G/100M
Copper, Wave-2 Wi-Fi NICS,
2.4GHZ/5GHZ, DFS Radar
Signal Emulation and Testing,
and Hardware Timing

Spirent MX2 Test Module MX2-11AC-WAVE2-2N

Wave-2 Wi-Fi, 2.4GHz/5GHz,
Internal Attenuation, DFS
Radar Signal Emulation, and
Hardware Timing

The following test cases to validate the AP’s DFS capability are available with this release:
Trial Generator

This test offers a radar pulse functional test that provides more and flexible control and
configuration over the parameters of each radar pulse, to create a customized test with a
number of user-defined radar pulses. With this test, you can generate the pulses in any
specified order at any given time. (Note: This test does not follow any governing body
guidelines.)

12
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Trial generator generates one or multiple trials for the test. The following radar type setting
parameters are needed:

Region (FCC or ETSI)

Waveform Type

Number of Trials

Frequency Shift

There are different types of Trials and each one can have a set of user defined Trial
parameters. These are the trial-specific parameters:

Pulse width ( s)

Pulse Repetition Interval (PRI) ( s)

Number of Pulses per Burst

Number of Bursts

Each trial has the following states:
Idle
Processing
Transmitted
Analyzed

The solution can measure the following statistics for the DFS testing purpose:
Number of CSA (Channel Switch Announcement)
Arrival of first CSA
Channel Move Time
Channel Closing Transaction Time

Bandwidth Detection Test

The purpose of this test is to characterize the bandwidth that moving the frequency of the
radar signal through the channel to characterize the range of frequencies over which the
DUT can detect the radar pulse. Restated - The contiguous frequency spectrum over which a
device detects the radar pulse above the DFS detection threshold used by the DUT. This test

13
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is performed statistically on a single channel. In automatic detection mode, the solution
monitors the traffic port with 802.11 capture for the control packets indicating that the DUT
detected the pulse. The GUI design for this test is shown in the screen capture.

To obtain the bandwidth of detection, you only need to provide the following parameters for the
test:

o Center Frequency

o Radar Type

o Number of Trials per Iteration (default 30)

e Frequency Shift Step 1 (5MHz/Step)

= Frequency Shift Step 2 (1MHz/Step)

Detection Probability Test

This test repeatedly presents the DUT with a given radar pulse type to measure the
probability of detection in the presence of traffic. The solution monitors the traffic port with
802.11 capture for the control packets indicating the DUT detected the pulse.

14
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To obtain the detection probability, you must provide the following parameters:
o Center Frequency
= Radar Type
e Number of Trials

The following reference for the regulatory-specified radar pulses are currently supported with this
release:

= FCC: 905462 D02 UNII DFS Compliance Procedures New Rules v02, 2016
= ETSI: ETSI EN 301 893 V2.0.7, 2016

TCP Conformance Test Suite

Spirent TestCenter release 4.83 adds support for the following RFCs to the existing
Conformance Test Suite for testing TCP conformance:

RFC 7413 - TCP Fast Open
RFC 7323 - TCP Extensions for High Performance

With the addition of these two RFCs, the test suite now has comprehensive coverage for the
following RFCs:

RFC 793 -Transmission Control Protocol DARPA Internet Program Protocol Specification
RFC 2001 - TCP Slow Start, Congestion Avoidance, Fast Retransmit, and Fast Recovery
Algorithms

RFC 6582 - The NewReno Maodification to TCP’s Fast Recovery Algorithm

RFC 1122 - Requirements for Internet Hosts -- Communication Layers

RFC 2018 - TCP Selective Acknowledgment Options

RFC 7413 - TCP Fast Open

RFC 7323 - TCP Extensions High Performance

15
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Preemption (802.1Qbu) Wizard Enhancement

Settings for Express and Preemption Traffic are now independent and can be individually
configured to add more flexibility and cover more use cases.

16
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Spirent Support

To obtain technical support for Spirent Communications products, please contact our Support
Services department using any of the following methods:

Americas

E-mail: support@spirent.com

Web: https://support.spirent.com

Toll Free: +1 800-SPIRENT (+1 800-774-7368) (North America)
Phone: +1 818-676-2616

Hours: Monday through Friday, 06:30 to 18:00 Pacific Time

Europe, Middle East, Africa

E-mail: support@spirent.com

Web: https://support.spirent.com

Phone: +33 (1) 6137 2270 (France)

Phone: +44 1803 546333 (UK)

Hours: Monday through Thursday, 09:00 to 18:00, 9:00 to 17:00 Friday, Paris Time

Asia Paci fic

E-mail: support@spirent.com

Web: https://support.spirent.com

Phone: +86 (400) 810-9529 (toll-free mainland China only)

Phone: +86 (10) 8233 0033 (China)

Operating Hours: Monday through Friday, 09:00 to 18:00 Beijing Time

Company Address

Spirent Communications, Inc.
27349 Agoura Road
Calabasas, CA 91301

USA

The latest versions of user manuals, application notes, and software and firmware updates are available
on the Spirent Communications Customer Service Center website at https://support.spirent.com.

Information about Spirent Communications and its products and services can be found on the main
company website at https://www.spirent.com.

© 2018 All of the company names and/or brand names and/or product names referred to in this document, in
particular, the name “Spirent” and its logo device, are either registered trademarks or trademarks of Spirent plc and its
subsidiaries, pending registration in accordance with relevant national laws. All other registered trademarks or
trademarks are the property of their respective owners.
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